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Keeping our Children Safe
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Use this link

https://www.childnet.com/resources/staff-led-parent-online-safety-presentation/

https://www.childnet.com/resources/staff-led-parent-online-safety-presentation/


The world of social media

Everyone valued   •   Every day an opportunity    •     Every moment focused on success 



Everyone valued   •   Every day an opportunity    •     Every moment focused on success 

'All staff should be aware that technology is a significant component in many 

safeguarding and wellbeing issues. Children are at risk of abuse online as well as face 

to face. In many cases abuse will take place concurrently via online channels and in 

daily life. Children can also abuse their peers online, this can take the form of abusive, 

harassing, and misogynistic messages, the non-consensual sharing of indecent images, 

especially around chat groups, and the sharing of abusive images and pornography, to 

those who do not want to receive such content.'

Child -Child- Online abuse
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•Flaming: electronic transmission of angry or rude messages;

•Harassment: repeatedly sending insulting or threatening messages;

•Cyberstalking: threats of harm or intimidation;

•Denigration: put-downs, spreading cruel rumours;

•Masquerading: pretending to be someone else and sharing information to 
damage a person’s reputation;

•Outing: revealing personal information about a person which was shared in 
confidence;

•Exclusion: maliciously leaving a person out of a group online, such as a
chat line or a game, ganging up on one individual
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Conduct The Malicious 
Communications Act 
1988 (MCA) is a British 
Act of Parliament that 
makes it illegal in 
England and Wales to 
"send or deliver letters or 
other articles for the 
purpose of causing 
distress or anxiety". It 
also applies to electronic 
communications.

https://www.bing.com/search?q=Parliament+of+the+United+Kingdom&filters=sid%3aad52c9db-1b2d-011a-2191-bf1173935354&form=ENTLNK
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It’s important to keep personal 
information safe and not share it with 
strangers. It’s also important for 
children to realise that new friends 
may not be who they say they are.

● DOB/Age/Address
● Pictures in school uniform
● Pictures of locations
● Status updates about where 

they are
● Geo-location
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• When we talk about cybercrime and children, it’s often in the context of protecting the 

young ones from online dangers.

• But what about when its the child? It’s more common than you might think, including 

because at an early age, many kids don’t realize that their activities are illegal

• The UK’s National Crime Agency (NCA) said that data from its National Cyber Crime Unit 

(NCCU) showed a 107% increase in police reports from 2019 to 2020 of students deploying 

DDoS attacks

• The median age for referrals to the NCCU’s “Prevent” team is reportedly 15, and a recent 

NCA report revealed that children as young as nine have been caught launching DDoS 

attacks

Cyber Crime

https://www.welivesecurity.com/2021/12/22/holiday-season-give-children-gift-cybersecurity-awareness/
https://www.welivesecurity.com/2021/12/22/holiday-season-give-children-gift-cybersecurity-awareness/
https://www.welivesecurity.com/2021/12/22/holiday-season-give-children-gift-cybersecurity-awareness/
https://www.welivesecurity.com/2021/12/22/holiday-season-give-children-gift-cybersecurity-awareness/
https://www.nationalcrimeagency.gov.uk/news/rise-in-school-cyber-crime-attacks-sparks-nca-education-drive
https://www.infosecurity-magazine.com/news/kids-young-nine-launched-ddos/
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Getting in control
● An open honest dialogue with your child is key
● Talk to them about internet use
● Lead by example
● Encourage your child to think before they post
● Block. Report. Evidence. Refer
● Consider a family agreement with expectations
● Filtering software to block unwanted material 
● Check filters on both the wifi and mobile devices
● Ensure their accounts are on private
● Know what they’re sharing
● Friends list

What are parents using and 
doing?

Overall, nearly all parents say they are 
doing something – either using technical 
tools, talking regularly to their child, 
supervising them, or having specific rules in 
place. 
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Any questions?

https://www.childnet.com/help-and-advice/parents-and-carers


